Chapter 5

5.Network Security

This chapter discusses various ways to make your network mor e secur e. In general, you may need to establish policies r egarding network access within a tr usted local gr oup, and other policies r egarding access to and fr om external, untr usted networks such as the Internet.

This chapter contains the following sections:

• “Local Ar ea Network Access” on page 107 discusses security issues to consider when cr eating or connecting to a local ar ea network.

• “Network Security and Fir ewalls” on page 111 introduces issues concerned with how to build a “fir ewall,” or barrier , between your local system or site and external, untr usted networks such as the Internet.

• “Har dwar e Configuration” on page 115 summarizes network har dwar e design configurations fr om the point of view of security .

• “IRIX Configuration” on page 119 describes the details of how to configur e an IRIX host to serve as a fir ewall.

• “Internal Network Configuration” on page 127 summarizes issues r elating to configuring Sendmail and DNS on your fir ewall and internal network.

Note: This chapter assumes you alr eady have taken measur es to secur e your host system(s) as described in Chapter 4.

Local Area Network Access

Within your local ar ea network, you may be able to allow a degr ee of internetwork access that is not possible or desirable with networks outside of your contr ol. This section discusses the use of network host and user permission files to contr ol access within your local network.

Controlling Network Access

Three files that help you contr ol access to a host within your network ar e:

/etc/hosts.equiv A list of hosts that ar e consider ed tr usted, or equivalent to you.

.rhosts A list of hosts that ar e allowed access to a specific user account.

/etc/passwd The list of system accounts and their encrypted passwor ds.

These thr ee files contr ol whether access is granted or denied when a r emote host issues an rlogin(1C), r cp(1C), rdist(1C), or rsh(1C) r equest.

When a r equest for access is r eceived, the file hosts.equiv is checked, and if the host is listed in that file, and the tar get user account is listed in /etc/passwd, no further checking is performed and r emote access is allowed. In this case, a r emote user with a local user ID has equivalent access fr om a r emote host.

Users can expand this equivalence by listing hosts and specific accounts in .rhosts files in their home dir ectories. The root login bypasses the /etc/hosts.equiv file and uses only the /.rhosts file in the root directory for equivalence checking. If ther e is an entry in the /.rhosts file for root, the root user on the r emote system will have root privilege on your system. For obvious r easons, this is not a secur e practice. It is much mor e secur e to handle file transfers thr ough a non-privileged account such as guest. Note also that a .rhosts file with a system name “localhost” allows su to work without r equiring passwor ds. Refer to su(1M) for mor e information.

The owner of the .rhosts file must be either the user in whose home dir ectory it r esides, or the super user, root. If it is owned by another user , or if the file permissions allow anyone who is not the owner of the file to modify it, the contents of a user ’s.rhosts file are automatically disr egarded for security r easons.

You may wish to disallow use of .rhosts files altogether if connecting to an untr usted network (you can add the -l option to the rshd invocation in /etc/inetd.conf and ther eby disallow these files. See rshd(1M) for mor e information). The mor e secur e configurations for such connections ar e as discussed later in this chapter under “Network Security and Firewalls” on page 111. For complete information about the /etc/hosts.equiv and .rhosts files, see the hosts.equiv(4) r eference page.

Local Area Network Access

Limiting X11 Access

With the X W indow System^™ , workstations can r un client pr ograms transpar ently on other hosts on the network. This access is completely independent of contr ols such as login accounts and passwor ds and is done thr ough X pr otocols.

By default, IRIX workstations ar e configur ed to allow complete, transpar ent access for all workstations on the network that use the X W indow System. Y ou can change this using the xhost(1) server access contr ol pr ogram and the configuration file /etc/X*.hosts. In the configuration filename, the asterisk (*) corr esponds to the number of the server on the local host. This is usually 0, so for most workstations the file is /etc/X0.hosts.

When the X server starts, it checks the file /etc/X*.hosts. For example, server 0 checks for /etc/X0.hosts, server 1 checks for /etc/X1.hosts, and so forth. If the file is missing, or is empty , no remote hosts ar e allowed access to the server . If the file contains a single plus sign (+), all r emote hosts ar e allowed access. (This is the default.)

Next, the xhost command is r un fr om the file /usr/lib/X11/xdm/Xsession. In the default Xsession file, xhost allows access to all r emote hosts. T o change the default server -access permissions, you must change how the xhost command is r un fr om the Xsession file. Then, you can customize the /X*.hosts file.

xhost Command

The xhost command modifies the internal state of the X server . Using xhost, you can allow or deny server access for specific hosts, or for all hosts. Note that the xhost options that affect access contr ol can be r un only fr om the same workstation as the server .

For example, to deny other hosts access to the X server comment out the xhost line in /var/X11/xdm/Xsession and /var/X11/xdm/Xsession.dt:

# Gives anyone on any host access to this display
/usr/bin/X11/xhost +

to look like this:

# Gives anyone on any host access to this display
# /usr/bin/X11/xhost +

The xhost command can also be used interactively . To completely deny access to all hosts on your network thr ough X pr otocols, use this command:

# xhost -

To allow complete access to all hosts on your network, use this command:

# xhost +

To selectively grant or deny access, specify the name of the specific host or hosts on the command line. For example, this command grants access to a host named brooklyn:

# xhost +brooklyn

When granting access, the plus sign (+) is optional.

This command denies access to both brooklyn and bronx:

# xhost -brooklyn -bronx

To see which hosts ar e curr ently allowed access to the server , run xhost from the command line with no options:

# xhost

You can advise users not to use xhost +, or you may delete the command fr om the system if it is a per ceived security risk.

X*.xhost File

You can selectively allow access to r emote hosts by listing their names in the /etc/X*.hosts file. For example, if the file /etc/X0.hosts contains the following line, the r emote host bronx is the only workstation allowed to access the local server for server 0:

bronx

In the above example, all other hosts ar e denied access to the local server—assuming you do not have a conflicting xhost command in the /var/X11/xdm/Xsession or /var/X11/xdm/Xsession.dt file. The xhost command overrides the configuration file X*.hosts. To alter the default system configuration, you must not only modify the configuration file, but also change the xhost command in the /var/X11/xdm/Xsession file.

Note: Do not link the file X*.hosts to any other network host database, such as /etc/hosts or /etc/hosts.equiv. When the X server starts, it attempts to establish a connection to all hosts that ar e allowed access permission in the X*.hosts file. If this file contains a lar ge number of hosts that ar e allowed access to the server , you have to wait until connections are established with each of the hosts befor e the server is started.

Network Security and Firewalls

For even better security (just commenting out xhost + still allows local pr ograms to connect to the X server), you can enable X authority . To do this, change the

DisplayManager*authorize entry in /var/X11/xdm/xdm-config to say:

DisplayManager*authorize: on

This makes xdm generate “magic cookies” (put in each user ’s$HOME/.Xauthority file), which ar e then r equir ed for any X client to connect to the X server . This pr ovides a good means of X server access contr ol. (Note that this may alr eady be the default on your system.)

For mor e information about X security and authorization, see the xsecurity(1) , xhost(1), xauth(1), xserver(1), and X(1) r eference pages.

Local inetd Services

The inetd process contr ols a number of network services that you may or may not want to support on your local ar ea network. Y ou can limit which services you of fer and log access to those services by editing the /etc/inetd.conf file. See “Limiting inetd Services” on page 121, but note that that discussion r efers to limiting these services when connecting to an untr usted network. Y ou may wish to be mor e lenient in your configuration of inetd if you ar e concerned only with determining policy for a tr usted local network.

Network Security and Firewalls

After establishing your host and site security policies, you may want to connect your site to external networks such as the Internet. This section is concerned with establishing such a connection with an “untr usted” network in which you do not contr ol security . This requir es special consideration of the interface between your internal, tr usted network and the external network. This interface, if you take steps to pr ovide for security , is called a “fir ewall” and is the subject of this section. The r emainder of the discussion refers specifically to connecting to the Internet, but you can also apply it to connecting to any untr usted network.

What is the Internet?

The Internet is a vast, connected network of heter ogeneous computer r esour ces, spanning the globe and gr owing daily . Increasingly , individuals and or ganizations ar e finding access to the Internet to be of importance for a wide variety of services and resour ces pertinent to their businesses and other inter ests, including electr onic mail, access to vast information ar chives, and keeping abr east of curr ent developments in a host of ar eas.

Undoubtedly the most r ecent spur to the gr owth of inter est in Internet access is the development of the W orld W ide Web, which pr ovides for both a “friendly” graphical interface to Internet r esour ces and a standar dized means of pr esenting and accessing them. Pr oducts designed for this market, such as W ebFORCE, allow their users to establish an Internet pr esence that can be accessed fr om ar ound the world.

The Internet pr esents ways to shar e data that you want to shar e, but you must take measur es to pr otect data that you want pr otected. This section addr esses an important aspect of this internetworked accessibility: the need to establish and maintain the security of local computers and computer networks. Specifically , computer sites have a need and a right to determine the privacy and safety of their data fr om competitive inter ests as well as outright softwar e vandalism.

Network Security Issues

If you ar e connecting to the Internet, you should configur e your connection so that you do not unwittingly risk the exposur e or corr uption of important data. Y ou should know exactly which (if any) data you ar e making publicly accessible, and you should guar d against the possibility of unwanted intr uders gaining access to your site. The Internet has many known (and some famous) instances of unwanted intr usions, vandalism, and so on, and acknowledging and taking measur es to pr event such acts is the best way to ensur e that your Internet pr esence is a pleasurable and pr ofitable one.

While it is beyond the scope of this chapter to detail particular instances of malicious or criminal activity on computer networks, a gr eat deal of such information is available on the Internet itself, and makes for useful r eading for those r esponsible for computer security (r efer to “Additional Resour ces” on page xxi for pointers to additional information).

In general, you need to establish a line of defense between your tr usted computer resour ces (your internal network) and the computer r esour ces publicly accessible

Network Security and Firewalls

through the Internet (the external network). This line of defense should shield you fr om direct, external access, and it may be as simple as a single r outer or computer host or as complex as multiple r outers and an entir e computer network. (This section is concerned with establishing the secur e firewalls possible with a computer host or network, not with the limited fir ewall pr otection of a r outer -only configuration.) Behind this line, you choose the degr ee to which you want to allow internal, tr usted users access to the Internet, and the degr ee to which external users can access internal r esour ces.

What Is a Firewall?

The line between the external world of untr usted hosts and the internal world of tr usted hosts is established by cr eating a fir ewall. A fir ewall is a combination of computer hardwar e and softwar e that allows you to r estrict interactions with the external network (often the Internet) to the degr ee you desir e. The simple formula is the mor e access you allow, the gr eater the security concerns; the gr eater the r estrictions you place on access, the easier it is to monitor and maintain security . The tradeof f is one of ease of use versus peace of mind. For system and network administrators, this often translates as balancing the wishes of users with the needs and capacities of the administrator(s).

An example of a simple fir ewall is shown in Figur e 5-1 on page 114. In this illustration, a single computer host is configur ed with two network interfaces to become what is known as a dual-homed host—a host with a pr esence on each of two dif ferent networks. When it is configur ed as described in this chapter , it represents a single, contr olled obstr uction between your internal network and the Internet wher e you can focus your security ef forts. In this chapter , the term fir ewall host r efers to an IRIX host configur ed for network security . (Gauntlet^™ for IRIX is an example of a commer cial fir ewall implementation for IRIX—see your sales r epresentative for details.)

Figure 5-1 A Simple Fir ewall Envir onment

The fir ewall does not in any way r estrict interactions on your internal network. Local hosts may shar e resour ces in the same way they did befor e connecting to the fir ewall. What is dif ferent now is how these hosts may interact with external sites as determined by your site policy—your policy determines how much or how little interaction is allowed. “Internal Network Configuration” on page 127 presents some scenarios of how you might configur e a network with a dual-homed host.

Firewall Design Philosophy

The key to administering network security is the fir ewall. While ther e are important issues concerning internal security , those issues ar e the same r egardless of whether or not you ar e connected to the Internet. (Refer to Chapter 4 for information on host security and “Local Ar ea Network Access” on page 107 for information on local network security .)

Regarding the fir ewall itself:

• Limit users—if possible, limit users to the sole administrator of the system. If additional users ar e necessary , refer to Chapter 4 for a discussion of issues r egarding passwor d pr otection and educating users.

Hardware Configuration

115

• Limit services—the mor e services you allow , the mor e possible security holes you present. In addition and in general, the mor e complex the softwar e providing these services, the mor e chance for compr omise, and the newer the softwar e, the less chance it has been well tested in the “r eal world.”

• Monitor the system—this document helps you configur e the IRIX softwar e of your firewall to maintain log files that can pr ovide information on accesses to your firewall host, including time of access and unsuccessful access attempts. Also, make use of the many standar d IRIX tools such as w(1), ps(1), and so on that give you snapshots of curr ent system activities (see T able 4-3 on page 104 for a list of security-r elated commands).

• do not r un applications on the fir ewall—any additional softwar e, besides containing possible security weaknesses, further complicates the softwar e envir onment, making security contr ol mor e problematic.

World Wide Web Issues

There is the same security issue inher ent in accessing softwar e on the W orld W ide Web that has always been an issue when acquiring softwar e from any unknown or untr usted sour ce. When a user clicks on a br owser button for a network r esour ce, what is invoked is unknown. A click, for example, could download an executable file with a potential for damage. Users should be awar e of this issue. If this is a serious concern at your site, you may consider isolating and limiting those hosts having W orld W ide Web access.

Refer to “Additional Resour ces” on page xxi for a pointer (URL) to additional information on security issues r elated to the W orld W ide Web.

Hardware Configuration

This section discusses how to configur e network har dwar e to serve as the har dwar e portion of a fir ewall solution. (For information on how to configur e Silicon Graphics softwar e in a fir ewall solution, r efer to “IRIX Configuration” on page 119.) Only setups that include an IRIX host as part of the solution ar e discussed, as r outer -only solutions tend to be too limited. A fir ewall host has the advantages of permitting and r estricting specific applications, maintaining log files, and adding authentication to network access.

116

Chapter 5: Network Security

Routers and Firewalls

The fir ewall host is typically combined with a r outer , whether pr ovided as part of your connection to your Internet service pr ovider or added by you to your private configuration.

Routers, if pr operly configur ed, pr ovide a certain degr ee of security by filtering IP packets. You can use your IRIX host as an IP packet filter as described in the ipfilter d(1M) reference page. Usually , routers ar e complete har dwar e devices that pr ovide high-speed IP packet filtering. While many r outers can be configur ed to pr ovide IP packet-level security , they do not support such featur es as proxies and authentication.

Proxies ar e proxy servers, which pr ovide for application specific contr ol of network resour ces.^1 Authentication is a technique you can employ to r equir e users to verify that they ar e who they say they ar e. To add these featur es and mor e, you must have a network hardwar e configuration such as the IRIX host setups described in the following sections.

You can use IP packet filtering and application-level contr ols by combining r outers with firewalls. When using a r outer with a fir ewall host, configur e it to allow traf fic only to the firewall host. Y ou should filter out:

• ICMP^2 redir ects not fr om the r outer

• IP packets specifying the loose sour ce routing option

• external packets claiming to be fr om the internal network (known as “spoofing”; see http://www.msen.com/~emv/tubed/spoofing.html).

Consult with your Internet service pr ovider to determine the packet filtering options available for your Internet connection. Y ou can also add r outers to your fir ewall configuration as described in the next section, and then configur e your r outers with additional filtering options (r efer to the r outer vendor documentation for details). (See also “Packet Filtering Gateways,” in Firewalls and Internet Security, by Cheswick and Bellovin, r eferenced in “Additional Resour ces” on page xxi.)

1 For example, the Netscape Proxy Server ™ offers application proxies for several common network services including World Wide Web HTTP servers.

2 Internet Control Message Protocol

Hardware Configuration

117

Configuring SGI Hardware for Use as a Firewall

This section discusses general har dwar e configuration issues for the basic setup of a dual-homed host acting as the fir ewall, and then pr esents the “scr eened host” and “screened subnet” fir ewall configurations.

Dual-Homed Host Firewall

You can configur e your Silicon Graphics host har dwar e for use in a fir ewall by making it a dual-homed gateway—that is, giving it two network connections. Figur e 5-1 on page 114 illustrates the general idea of using a dual-homed host as the fir ewall.

Creating a dual-homed host may involve, for example, adding an additional Ethernet contr oller boar d, or you may alr eady have two Ethernet connections. For specific information on the network har dwar e in your system, r efer to your system documentation.

Screened Host Gateway

A screened host scenario uses a r outer to scr een traf fic between the Internet and the external network connection of the fir ewall host. Routers vary , but in general, they scr een IP packets for certain addr esses or settings that they have been pr ogrammed to disallow . They can further limit traf fic to a few ports of the fir ewall host. No traf fic is allowed fr om the outside to any other host on the internal network. This is the typical connection to the Internet in which the r outer is pr ovided by the Internet service pr ovider . Figur e 5-2 on page 118 illustrates the basic scr eened host scenario.

118

Chapter 5: Network Security

Figure 5-2 Screened Host

An additional level of complexity—and flexibility—is added when you expand the screened host scenario to a scr eened network scenario. The basic design r emains the same, but the scr eened network r eceives all external traf fic. Both the Internet and the internal network have access to the scr eened network, but traf fic involving the internal network must still pass thr ough the fir ewall host. This is useful for sites that want to make multiple servers available to the Internet and yet maintain a secur e internal network. Y ou could, for example, use one of the public hosts as your WWW server and another as an FTP server , depending on what you want to make available and the r elative CPU loads expected.

Figur e 5-3 on page 119 illustrates a scr eened subnet.^1

1 The “screened subnet” is sometimes called a “demilitarized zone” (“DMZ”) or “red zone.”

IRIX Configuration

119

Figure 5-3 Screened Subnet

In the situation shown in Figur e 5-3 on page 119, you continue to concentrate your security ef forts on the single fir ewall host. Remember though, that your servers outside of the fir ewall ar e mor e easily compr omised as they ar e protected only by a r outer . Keep your private data on the internal network and forwar d important data collected on the public servers to an internal host. (Details on softwar e configuration ar e discussed in the next section.)

IRIX Configuration

This section discusses the basic network addr essing configuration r equir ed on a fir ewall host, and then pr ovides details on configuring IRIX softwar e to tighten security on the host.

Note: Unless specified otherwise, all the softwar e changes discussed in this section ar e to be performed on the fir ewall host.

120

Chapter 5: Network Security

Network Software Setup on a Dual-Homed Host

A dual-homed host is configur ed in network softwar e as if it wer e two hosts, each with a different network addr ess and, optionally , a different name. Use separate IP addr esses for the two (or mor e) network interfaces (see “IRIX Admin: Networking and Mail”).

Tightening Security in IRIX

This section discusses various modifications you can make to the IRIX operating system softwar e to pr ovide incr eased network security . Some of these changes ar e highly desirable on a fir ewall; others ar e mor e a matter of personal choice depending on the level of security you feel is necessary . The issues discussed include why the changes must or might be made.

The following discussion of changes made to the fir ewall host softwar e also applies to any host made publicly accessible, such as the WWW server and FTP server shown in the screened subnet example in Figur e 5-3 on page 119.

Note: Do not connect your har dwar e to the external network until you make the changes described in this section. When you have finished the pr ocedur es, reboot your fir ewall system to ensur e that all changes take ef fect. Many of these changes do not take effect until the system is rebooted.

Disable Forwarding of IP Packets

By default, IRIX forwar ds IP packets on machines with mor e than one network har dwar e interface. You must edit a kernel configuration file, r un autoconfig, and then r eboot to disable this default.

Follow this pr ocedur e to turn of f automatic IP packet forwar ding:

1. As root, edit the file /var/sysgen/master.d/bsd, changing the value of ipforwarding to 0:

Change the line

int ipforwarding = 1;

to

int ipforwarding = 0;

2. Save the modified /var/sysgen/master.d/bsd file and exit fr om the editor .

IRIX Configuration

121

3. Run autoconfig with the -f option:

# autoconfig -f

This creates a /unix.install file, which becomes the new /unix after the system is rebooted.

4. Reboot your system (see r eboot(1M)).

5. To verify that IP packet forwar ding has been disabled after your system comes back up, use the netstat command:

# netstat -s -p ip | grep forwarding

You should see the following:

 0 packets forwarded (forwarding disabled)

If you do not see this message, r epeat steps 1 thr ough 5 until you do. (Be sur e that your r oot filesystem has enough disk space so that the /unix.install file is being created corr ectly. See autoconfig(1M) for mor e information.)

Limiting inetd Services

When your system starts up, the inetd process reads the /etc/inetd.conf file for a list of TCP/IP services to support. Comment out services listed in this file that ar e not very secur e or that you ar e not using.

Note: These services ar e being disabled on the fir ewall only . Services that ar e commented out in the system files on the fir ewall may still be available on your internal network— you just can’t use them on the fir ewall host.

1. Edit the file /etc/inetd.conf, and add the # symbol at the beginning of the following lines to comment them out (some may have alr eady been commented out):

exec        stream  tcp     nowait  root    /usr/etc/rexecd         rexecd
bootp       dgram   udp     wait    root    /usr/etc/bootp          bootp
rstatd/1-3  dgram   rpc/udp wait    root    /usr/etc/rpc.rstatd     rstatd
walld/1     dgram   rpc/udp wait    root    /usr/etc/rpc.rwalld     rwalld
rusersd/1   dgram   rpc/udp wait    root    /usr/etc/rpc.rusersd    rusersd
rquotad/1   dgram   rpc/udp wait    root    /usr/etc/rpc.rquotad    rquotad
bootparam/1 dgram   rpc/udp wait    root    /usr/etc/rpc.bootparamd bootparam
ypupdated/1 stream  rpc/tcp wait    root    /usr/etc/rpc.ypupdated  ypupdated
rexd/1      stream  rpc/tcp wait    root    /usr/etc/rpc.rexd       rexd

In other wor ds, they should look like this:

#exec        stream  tcp     nowait  root    /usr/etc/rexecd         rexecd

122

Chapter 5: Network Security

#bootp       dgram   udp     wait    root    /usr/etc/bootp          bootp
#rstatd/1-3  dgram   rpc/udp wait    root    /usr/etc/rpc.rstatd     rstatd
#walld/1     dgram   rpc/udp wait    root    /usr/etc/rpc.rwalld     rwalld
#rusersd/1   dgram   rpc/udp wait    root    /usr/etc/rpc.rusersd    rusersd
#rquotad/1   dgram   rpc/udp wait    root    /usr/etc/rpc.rquotad    rquotad
#bootparam/1 dgram   rpc/udp wait    root    /usr/etc/rpc.bootparamd bootparam
#ypupdated/1 stream  rpc/tcp wait    root    /usr/etc/rpc.ypupdated  ypupdated
#rexd/1      stream  rpc/tcp wait    root    /usr/etc/rpc.rexd       rexd

If you want details on the services you ar e disabling, r efer to their r eference pages. For example, r efer to r execd(1M) for mor e information on the rexecd daemon.

2. Comment out or r estrict the following entries in /etc/inetd.conf:

ftp     stream  tcp     nowait  root    /usr/etc/ftpd   ftpd -la
telnet  stream  tcp     nowait  root    /usr/etc/telnetd        telnetd
shell   stream  tcp     nowait  root    /usr/etc/rshd           rshd
login   stream  tcp     nowait  root    /usr/etc/rlogind        rlogind
tftp    dgram   udp     wait    guest   /usr/etc/tftpd  tftpd -s \
/usr/local/boot /usr/etc/boot

If you comment them out (totally disable them), they should look like this:

#ftp     stream  tcp     nowait  root    /usr/etc/ftpd   ftpd -l
#telnet  stream  tcp     nowait  root    /usr/etc/telnetd        telnetd
#shell   stream  tcp     nowait  root    /usr/etc/rshd           rshd
#login   stream  tcp     nowait  root    /usr/etc/rlogind        rlogind
#tftp    dgram   udp     wait    guest   /usr/etc/tftpd  tftpd -s \
/usr/local/boot /usr/etc/boot

To be safe, it is best to disable all those services with the comment character as shown above. (Doing so means, however , that the host can only be accessed fr om the local console.) Of these services, enabling rshd is probably the most danger ous, and tftpd is almost never r equir ed on a fir ewall. Regar ding ftpd, refer to “IRIX Admin: Networking and Mail.” If, however , you must include any of these services, change them as indicated below so that they r ecord a log of their use in the file /var/adm/SYSLOG:

ftp     stream  tcp     nowait  root    /usr/etc/ftpd   ftpd -ll
shell   stream  tcp     nowait  root    /usr/etc/rshd           rshd -Lal
tftp    dgram   udp     wait    guest   /usr/etc/tftpd  tftpd -s -l -h /dev/null

Note the logging options added to each daemon invocation. (For mor e information, refer to the r eference page for any daemon you modify .)

IRIX Configuration

123

The telnetd and rlogind entries have not been included her e because r emote logins can (and should) be contr olled with the use of one-time passwor ds. One-time passwor ds ar e just that—a passwor d that can be used once to gain access, but any futur e use of that same passwor d is disallowed. Ther e are various ways to implement one-time passwor ds, and how (and if) you use them at your site depends on your need for r emote login capability and the degr ee to which you want to authenticate such logins. Refer to the Firewalls and Internet Security book referenced in “Books” on page 23.

3. The fingerd service is also a potential security hole because it is a sour ce of account names. You can use the -S option to suppr ess information about login status, home directory, and shell, which might be used to attack security:

finger  stream  tcp     nowait  guest   /usr/etc/fingerd        fingerd -S

Or, to be mor e secur e, you can configur e fingerd with the -f option, to r eturn just a message file. In the following example, a message has been placed in /etc/fingerd.message:

finger  stream  tcp     nowait  guest   /usr/etc/fingerd        fingerd -f \
/etc/fingerd.message

The contents of /etc/fingerd.message might say something like:

Thank you for your interest in XYZ company. Please contact us at
xyz.email.address or 1-800-XYZ-PHON for more information.

This message is then r eturned for any finger access.

4. When you have finished making changes to the /etc/inetd.conf file, write the changes and exit fr om the editor . The changes take af fect after a r eboot. If you want to apply them immediately , enter:

# killall -HUP inetd

5. Test any modified services to be sur e they perform as expected.

Password Protection

Limit the number of users with login accounts on the fir ewall system as much as possible. All accounts in /etc/passwd should have a passwor d (see passwd(1)).

Check to see if ther e are any /etc/hosts.equiv or $HOME/.r hosts files. These files can be configur ed to allow r emote access without passwor d pr otection, and should not be allowed on a fir ewall host. Refer to hosts.equiv(4) for mor e information.

124

Chapter 5: Network Security

Refer to “Passwor d Administration” on page 84 for details on host access passwor d security .

Limiting rpc Services Access

You can limit access to the fir ewall host’s RPC services by use of the portmap command’s -a option. This allows you to specify the host(s) and/or network(s) that ar e allowed access to RPC-based services. Edit the file /etc/config/portmap.options to add options to the portmap command that is executed at system startup.

For example, suppose you cr eate a /etc/config/portmap.options file with the following entries:

-a 192.0.2.0
-a 192.14.12.0

This restricts access to fir ewall host RPC services to hosts on the Class C networks 192.0.2 and 192.13.12.

The syntax for the -a option allows you to specify multiple network masks, network addr esses, and host addr esses. As usual, the fewer hosts or networks allowed access, the better the security . Refer to the r eference page portmap(1M) for mor e information.

Disabling NIS (YP)

Because the natur e of NIS (formerly called Y ellow Pages) does not accommodate security needs, r emove it fr om the fir ewall host:

1. Remove the NIS softwar e from the fir ewall host with the versions command:

# versions remove nfs.sw.nis

2. Certain databases may have been modified to add NIS information by including a + symbol in a database entry . Use an editor to r emove any lines beginning with the + symbol fr om the files /etc/passwd, /etc/group, and /etc/aliases.

3. Remove the /etc/netgroups file if it exists.

Caution: You should not r un NIS on a fir ewall. If you must r un NIS, be sur e the server is secur e and have the clients r un ypbind with the -ypsetme option which pr ovides some minimal security .

IRIX Configuration

125

Limiting NFS Access

Exporting filesystems and r emote-mounting external systems on the fir ewall pr esents security pr oblems. You should not use NFS on a firewall—r emove it with versions remove nfs.sw.nis. If for some r eason you cannot do this, you have a few (less secur e) options:

• You can disallow NFS altogether , using this command:

# chkconfig nfs off

• You can edit the /etc/exports file to limit exported filesystem permissions and access.

You can, for example, use the rw=hostname option to limit r ead-write access to a specific host, or you can use the access=client option to limit mounting to specified hosts. Refer to the r eference page for exports(4) for mor e information.

• If you choose to mount external systems on the fir ewall host, use the mount command with the nosuid option to pr event r unning a T rojan horse. Refer to the fstab(4) r eference page for details.

In general, you should mount all filesystems other than your system dir ectories with the nosuid , nodev options (r efer to mount(1M)).

Setting Up a Proper Log File

Log files pr ovide useful information to the fir ewall administrator , recording specific or all attempts at fir ewall host login. The various options used to turn on logging for different daemons have been cover ed in the discussions on each daemon. Note that the log files must be r eviewed periodically to be of use.

Log files ar e sensitive information and ar e best not stor ed on the fir ewall host. Refer to syslogd(1M) for information on how to forwar d syslog messages fr om the fir ewall host to a trusted host inside the fir ewall.

Checking Software Integrity

All softwar e on a fir ewall host should be watched for modification. A r ecord of checksums of softwar e should be kept and compar ed periodically to detect unauthorized changes. For this r eason too, the less softwar e installed on the fir ewall host the better . You should always be on the watch for such things as device files outside of /dev, and files with SUID and GUID permissions set.

You can use the versions command to display a list of system files modified since installation. For example:

126

Chapter 5: Network Security

# versions changed
Configuration Files

m     = modified since initial installation
?     = modification unknown
blank = file is as originally installed

  /etc/init.d/netsite
m /etc/init.d/netsite.O
m /etc/init.d/netsite.N
m /etc/uucp/Devices
  /etc/uucp/Devices.N
m /var/X11/xdm/Xsession.dt
  /var/X11/xdm/Xsession.dt.O
  /var/X11/xdm/xdm-config
<etc>

You can also use the versions -m command to list only modified installed files. Refer to versions(1M) for mor e information.

Educating Users

You can take gr eat pains to make a secur e firewall and then have security compr omised by users ignorant of the consequences of their actions. If possible, do not allow user accounts on the fir ewall host. If you do allow user accounts, be sur e to tell the account holders:

• Don’t use .rhosts files. (As the super user, you can add the -l option to the rshd invocation in /etc/inetd.conf and ther eby disallow these files on the fir ewall. See rshd(1M) for mor e information.)

• Use passwor ds with long, non-dictionary , ASCII strings, change them fr equently , and don’t write them down!

• Don’t use the “xhost +” command. (As super user, you can delete the binary , or limit its execution to the super user as well).

Even your supposedly pr otected internal network can be compr omised by inappr opriate actions of users. If, for example, a user on an internal host attaches a modem and establishes a PPP or SLIP session with an external site, you now have a situation in which the external world has two connections to your internal network—one thr ough the firewall, but the other dir ectly to a non-secur e, internal host.

Internal Network Configuration

127

Internal Network Configuration

While it is beyond the scope of this section to describe how to configur e your internal network, this section discusses issues of DNS and Sendmail configuration that r elate specifically to fir ewall security . Refer to “IRIX Admin: Networking and Mail” for information on basic Sendmail and DNS setup.

Domain Name System (DNS)

DNS, the name service used on the Internet, should be configur ed for your site to give out the addr esses that other sites need to contact you. This might include the addr ess of your r outer , your fir ewall host, and any other machines you want others to be able to communicate with. In the case of a simple fir ewall comprised of a dual-homed host, the dual-homed host would be a DNS server , providing the addr ess of the Internet side of its network connection. In the case of a scr eened subnet, the DNS server could be any of the “public” hosts in the subnet, and it could pr ovide addr esses for all of these hosts and the router .

You should also set up the DNS Mail eXchanger (MX) r ecord to advertise the name of the host(s) r esponsible for mail at your site. This may be the fir ewall host or another host.

Do not publish internal hostnames and addr esses on the fir ewall host. If you have a single fir ewall host performing multiple services, say FTP and WWW serving, use CNAME r ecords to “alias” the services to the hostname. This makes it easy to move these services to dif ferent hosts if you want to separate them later .

Mail Configuration

This section pr esents some suggestions for limiting the susceptibility of your site to an attack thr ough the electr onic mail system. Internet electr onic mail is based on the Simple Mail Transfer Pr otocol, or SMTP . The pr ogram that implements SMTP is commonly referred to as sendmail. sendmail is a lar ge and complicated pr ogram that is fr equently the subject of attack.

Sendmail Configuration and Mail Aliases

Your mail system should be configur ed cooperatively with your DNS configuration. That is, whichever machine your DNS server is advertising as your Mail eXchanger (MX) host

128

Chapter 5: Network Security

must have its sendmail configur ed to accept mail for your network, and to do the appr opriate thing with it once it is r eceived. Usually that means to forwar d the mail to a master mail machine on the internal network, which knows users’ internal addr esses and how to deliver the mail to them.

A note about curr ent convention: It is popular to use the domain name of your network as your electr onic mail addr ess. For example, user “harry” at company XYZ corporation, whose domain name is XYZ.com would have the electr onic mail addr ess “harry@XYZ.com,” as opposed to “harry@machine1.XYZ.com.” Edit the /etc/sendmail.cf file to do this (see “IRIX Admin: Networking and Mail”).

To reinfor ce the electr onic mail addr ess of your site, and to make it easy for others to reply to your users’ mail, it is r ecommended that you configur e your sendmail to rewrite all your addr esses to conform to the above convention.

For details on how to configur e sendmail.cf, refer to “IRIX Admin: Networking and Mail.“

Spool Isolation

If a barrage of email is sent to your fir ewall host, it can fill up the disk and paralyze further operation. If you ar e concerned about this possibility , isolate the mail spool by putting it on a disk or disk partition of its own. While this does not pr event email fr om being overwhelmed, it does keep a cr ucial system disk partition, such as /usr, from filling up.

Using Proxy Servers

A pr oxy server is an application that implements security for a particular network service. It is basically an application-level gateway that, by “understanding” the particular application pr otocol, is able to transpar ently inter cept traf fic and so implement protocol-specific security , logging, authentication, and so on.

Proxy servers pr ovided on the fir ewall can allow , for example, internal users to use Netscape Navigator^™ to access the W orld W ide Web, to use ftp to transfer files between a host on the internal network and one on the Internet, or to telnet to an external host for an interactive session.

The two most common pr oxy server solutions ar e server -side pr oxies and the SOCKS proxy server . The pr oxy servers available with the optional Gauntlet^™ for IRIX fir ewall implement server -side-only applications, in which one pr oxy server exists for each

Internal Network Configuration

129 supported application. The SOCKS appr oach utilizes a socksd process on the server , and then r equir es any application that communicates with it to be “SOCKSified” that is; compiled with the SOCKS library . The Netscape Navigator^™ , for example, comes alr eady “SOCKSified.”

Refer to “Additional Resour ces” on page xxi for information on cr eating your own pr oxy support, or contact your Silicon Graphics sales r epresentative for information on Gauntlet for IRIX and the Netscape Pr oxy Server .